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Abstract: Security, access control and risk mitigation in the Smart
Grid are matters of great impact for this important sector of the critical
infrastructure. Situational awareness requires a means of aggregating
information and presenting that information in a manner conducive
to assessing risk. While major components of the electric power grid
were traditionally deployed in physically isolated networks, they are
now utilizing IP–based, open, interconnected networks to transmit
and manage the Supervisory Control and Data Acquisition (SCADA)
messages. Unfortunately, SCADA protocols used for communications
and the systems that implement those protocols were not originally
designed with security in mind. Therefore, in order to enhance
security and detect potential malicious behavior, Smart Grid operators
need detailed and accurate information about the status, integrity,
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configuration and network topology of SCADA devices as well as
information about any threats that may impact the grid. This
paper describes a comprehensive framework that provides situational
awareness (SA) for SCADA devices and their operations in a Smart
Grid environment. Situational awareness is achieved by processing
information collected by monitoring sensors and understanding threats
that may affect operations. The proposed framework employs a threat
modeling methodology to support this mission.
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1 Introduction

The reliable operation of power grids is highly dependent on industrial control
systems. Meanwhile, initiatives such as modernization of power grids, increased
number of corporate network interconnections, and the Smart Grid are rapidly
changing the threats that industrial control systems face. Therefore, there is a
growing interest in understanding the security implications SCADA environments
pose so that security provisions can be developed to address not only intended
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attacks to these environments but also inadvertent compromises due to equipment
failures, user errors, and natural disasters.

The power grid was originally designed to use large central generation sources
with predictable power flow directions using only one-way communication channels.
As a result, it is already considered to be an outmoded, inefficient, vulnerable
infrastructure (DoE, 2008). There have been at least five massive blackouts over the
past 40 years (DoE, 2008) that illustrate some of the problems associated with the
power grid. These blackouts have occurred mainly due to faults at power stations,
damage to power lines, substations or other parts of the distribution system,
unusually high demand and others. Also, a cyber attack may have a significant
impact in the functionality of the power grid which may result in a massive blackout.
In fact, the massive North East blackout of 2003 has been linked to the propagation
of the MSBlaster worm (CERT, 2003) (Verton, 2003). Although electric utilities
require 24x7 availability, the present power grid may not be able to recover quickly
from all types of security breaches. There is a strong need to address these issues.

Therefore, the higher demand for quality and availability, penetration of
renewable energy resources, increased threat of terrorist attacks and a growing need
to minimize environmental impact have given birth to what is called the Smart Grid.
The Smart Grid is expected to deliver electricity from multiple suppliers to end
consumers using two-way communications, involve multiple distributed intelligent
entities and include large-scale real-time data collection capabilities (NETL, 2009).
This large-scale data collection capability and fusion of the monitored processes
of the Smart Grid can be used to provide situational awareness (SA), a capability
that has been identified by the National Institute of Standards and Technology
(NIST) as a high priority. In particular, NIST states that “the goals of situational
awareness are to understand and ultimately optimize the management of power-
network components, behavior, and performance, as well as to anticipate, prevent,
or respond to problems before disruptions can arise” (NIST, 2010).

In order to achieve such a lofty goal, two approaches must be undertaken, a
top-down and a bottom-up approach. A top-down strategy provides the analytical
rigor necessary to interpret and understand threats. While a bottom-up information
processing approach offers technical detail used to feed analysis efforts. This paper
describes a SA architecture intended to provide Smart Grid operators with both a
top-down and a bottom-up approach to evaluating their systems. The paper builds
on previous work described in (Mavridou et al., 2012). Threat modeling is leveraged
in order to access and characterize the systems and threats involved. In addition,
an architecture is proposed to provide a detailed view of the network topology
along with information about the configuration, status, critical states and traffic of
SCADA devices.

2 Smart Grid Architecture

Once electricity is generated, whether by burning fossil fuels, by harvesting wind,
solar, geothermal and hydro energy, or by nuclear fussion, it is generally sent
through high-voltage transmission lines to step down transmission substations
where it is transformed into a lower voltage and sent through lower-voltage
distribution lines to end consumers. Operators manage electric power flow using
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6 Conclusions

The proposed framework provides a robust and sophisticated environment for
situational awareness. This is achieved by the use of both monitoring services and
threat models that can be tuned for a specific environment, i.e. SCADA systems in
the Smart Grid. Monitoring services, responsible for reporting raw data to a central
location, are the “eyes” of the system and provide basic sensory-information. On the
other hand, threat modeling is the enabling mechanism to evaluate possible system
vulnerabilities. Together they provide the necessary constructs to understand, at
an abstract level, the security posture of such systems, the operational risks and
possible mitigation strategies. In addition, in cases where regulations dictate what
is being done to secure the environment, i.e. NERC-CIP reliability standards, the
framework has already shown value in auditing and compliance efforts.
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