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• Provide an introduction to the 
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• Explore challenges to applying 
blockchain for various domains, 
including IOT & beyond
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What is a Blockchain?

Used as computational 
substrate for “crypto-

currencies”, plus more

• A blockchain is a decentralized platform that supports “trustless” transactions

A cryptocurrency is a digital asset that uses cryptography to secure 
transactions, control the creation of additional units, & verify asset transfer
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secured using cryptography



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

This chain of blocks provides an open, distributed ledger that immutably 
records transactions between two parties efficiently & verifiably



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

A block contains transaction data, a 
timestamp, & a hash pointer that 
links to the previous block (which 

forms the “chain” of blocks) 



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

 These blocks are replicated across many computers,  
rather than being stored on a central server
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What is a Blockchain?

Public blockchains are less efficient, but most useful  
when not all participants can be trusted to behave

• A blockchain is a decentralized platform that supports “trustless” transactions



What is a Blockchain?

It could be localized to 
a limited group 

(private blockchain)

• A blockchain is a decentralized platform that supports “trustless” transactions



What is a Blockchain?

Each node in a blockchain network 
runs common middleware & all nodes 
have equal level of privilege & access

• A blockchain is a decentralized platform that supports “trustless” transactions



What is a Blockchain?

Blockchain middleware provides services to applications 
beyond what's provided by the OS & communication protocols 

• A blockchain is a decentralized platform that supports “trustless” transactions



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

Blockchain middleware enables anonymous exchange of digital assets 
without the need for a central authority to verify trust & transfer of value



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

Key characteristics of a blockchain



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

Ensures a common, unambiguous ordering of blocks & guarantees the (eventual) 
integrity & consistency of the blockchain across (geographically) distributed nodes



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

A database containing immutable time-stamped information for every 
transaction that’s replicated on servers (may be around the world)



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

It’s extremely hard to change a blockchain without collusion  
& it’s extremely easy to detect the attempt if anyone tries 



What is a Blockchain?
• A blockchain is a decentralized platform that supports “trustless” transactions

Build a sense of trust among anonymous users of online communities
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• Blockchain helps address needs in various domains by providing decentralized   
“transactions-as-a-service”

Why Blockchain Matters

A key goal is to “disintermediate” centralized brokers, yet still allow 
multiple parties (who don’t trust each other) to share a single database



• Blockchain helps address needs in various domains by providing decentralized   
“transactions-as-a-service”, e.g. 
• Payments in the financial 

sector 
• e.g., use on-chain tokens  

to represent cash, stocks,  
bonds, etc

Why Blockchain Matters

Turns out to be problematic in practice due to lack of confidentiality..
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• Blockchain helps address needs in various domains by providing decentralized   
“transactions-as-a-service”, e.g. 
• Payments in the financial 

sector 
• Lightweight financial systems, e.g. 

• Streamline interactions between  
commuters & multi-modal transit  

• Improve efficiency of energy  
transactions in “smart grids”  

• UN provides thousands of Syrian refugees in Jordan with food, clothing, & 
other aid in a cost effective manner 

See www.coindesk.com/united-nations-sends-aid-to  
-10000-syrian-refugees-using-ethereum-blockchain 

Why Blockchain Matters



Why Blockchain Matters
• Blockchain helps address needs in various domains by providing decentralized   

“transactions-as-a-service”, e.g. 
• Payments in the financial 

sector 
• Lightweight financial systems 
• Interorganizational record  

keeping 
• e.g., provide providers, patients, 

(& surrogates) better access to  
—& control over—health info

See www.dre.vanderbilt.edu/~schmidt/PDF/PLoP-2017-blockchain.pdf



Blockchains and Cyber-
Physical Systems (CPS)



• The notion of decentralized computation &  
trustless computing also provides  
opportunities/challenges in the IoT 

Blockchain Middleware

Ticketing / mobility pricing

Blockchains Increasingly are Being Used in CPS



Microgrids Transportation

Health Care Smart Buildings

The Reason is the Focus on Decentralization



Microgrids Transportation

Key Requirements For Decentralized CPS

Decentralized Control

• Compute control actions 
using distributed 
averaging consensus 
within a specific time 
limit 

• Requires real-time 
information 
dissemination and time 
synchronized task 
execution

Health Care Smart Buildings



Microgrids Transportation

Key Requirements For Decentralized CPS

Decentralized 
Information

• Preserve integrity of 
Information across all 
actors in the system 

• Support for information 
aggregation and 
transactions 

• Requires consensus, and 
distributed ledger

Health Care Smart Buildings



Transactive Energy Systems: 
An Example
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Example Application: Private And Decentralized Energy Transactions



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



Sequence Diagram



■ We used real-world energy production / consumption 
data from a German microgrid provided by Siemens, CT 

■ We deployed our system on a private Ethereum network  
■ 5 producers 
■ ~97 consumers

Evaluation



Transactive Energy: Smart Homes → Smart Prosumers

Enabling safe & private interactions with blockchains in smart grid  
(see arxiv.org/abs/1709.09597?context=cs.DC)
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There are still Challenges



Ethereum Smart Contracts



Ethereum Smart Contracts
• Smart contracts are programs that run on the blockchain
• Smart contracts are programs that run in the Blockchain

Context: Smart Contracts in Ethereum



Security Vulnerabilities
• Contracts are riddled with bugs and security vulnerabilities 

• A recent automated analysis of 19,336 contracts Ethereum contracts 
• 8,333 contracts suffer from at least one security issue

Luu, Loi, Duc-Hiep Chu, Hrishi Olickel, Prateek Saxena, and Aquinas Hobor. "Making smart contracts smarter." In Proceedings 
of the 2016 ACM SIGSAC Conference on Computer and Communications Security, pp. 254-269. ACM, 2016.



Why is that Important?
• Smart Contracts handle financial assets of significant value! 

• The value held by Ethereum contracts is: 12,205,760 Ethers 
• This is around  $11 Billion



Why is that Important?
• Smart contract bugs cannot be patched 

• Once a contract is deployed, its functionality cannot be altered 

• Blockchain transactions cannot be rolled back 
• Once a malicious transaction is recorded it cannot be removed 
• “Code is law” principle

No Going Back
• Blockchain transactions or contracts are permanent
• i.e., no way to “undo” problems arising from buggy software



A Transaction can be Rolled Back..
• .. with a hard fork of the blockchain 

• Requires consensus among all stakeholders 
• Undermines the trustworthiness of the platform 

• Ethereum forked the blockchain to undo the Dao attack



The Infamous DAO Attack
• The DAO was a contract with ~$150M built by Ethereum creators 

• A combination of vulnerabilities was exploited 
• Attackers stole 3.6M Ethers, worth ~$60M at the time of the attack 
• Re-entrancy vulnerability



Re-entrancy Vulnerability
• In Ethereum, when there is a function call 

• The caller has to wait for the call to finish - synchronous calls 
• A malicious callee might take advantage of this

A survey of attacks on Ethereum smart contracts 13

The pseudo-random number is then computed by combining the secrets of all
participants [18, 19]. Also in this case an adversary could bias the outcome by
not revealing her secret: however, doing so would result in losing her deposit.
The protocol can then set the amount of the deposit so that not revealing the
secret is an irrational strategy.

Time constraints. A wide range of applications use time constraints in order
to determine which actions are permitted (or mandatory) in the current state.
Typically, time constraints are implemented by using block timestamps, which
are agreed upon by all the miners.

Contracts can retrieve the timestamp in which the block was mined; all the
transactions within a block share the same timestamp. This guarantees the co-
herence with the state of the contract after the execution, but it may also expose
a contract to attacks, since the miner who creates the new block can choose the
timestamp with a certain degree of arbitrariness14. If a miner holds a stake on
a contract, he could gain an advantage by choosing a suitable timestamp for a
block he is mining. In Section 4.5 we show an attack exploiting this vulnerability.

4 Attacks

We now illustrate some attacks — many of which inspired to real use cases —
which exploit the vulnerabilities presented in Section 3.

4.1 The DAO attack

The DAO [23] was a contract implementing a crowd-funding platform, which
raised ⇠ $150M before being attacked on June 18th, 2016 [4]. An attacker
managed to put ⇠ $60M under her control, until the hard-fork of the blockchain
nullified the e↵ects of the transactions involved in the attack.

We now present a simplified version of the DAO, which shares some of the vul-
nerabilities of the original one. We then show two attacks which exploit them15.

1 contract SimpleDAO {

2 mapping (address => uint) public credit;

3 function donate(address to){credit[to] += msg.value;}

4 function queryCredit(address to) returns (uint){

5 return credit[to];

6 }

7 function withdraw(uint amount) {

8 if (credit[msg.sender]>= amount) {

9 msg.sender.call.value(amount)();

10 credit[msg.sender]-=amount;

11 }}}

SimpleDAO allows participants to donate ether to fund contracts at their choice.
Contracts can then withdraw their funds.

Attack #1. This attack, which is similar to the one used on the actual DAO,
allows the adversary to steal all the ether from the SimpleDAO. The first step of
the attack is to publish the contract Mallory.

14 The tolerance in the choice of the timestamp was ⇠900 seconds in a previous version
of the protocol [3], but currently it has been reduced to a few seconds.

15 This code works until Solidity v0.4.2. From there on, some changes to the syntax
are needed as shown in co2.unica.it/ethereum/doc/attacks.html#simpledao.

DAO

…
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Attack #1. This attack, which is similar to the one used on the actual DAO,
allows the adversary to steal all the ether from the SimpleDAO. The first step of
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1 contract Mallory {

2 SimpleDAO public dao = SimpleDAO(0x354...);

3 address owner;

4 function Mallory(){owner = msg.sender; }

5 function() { dao.withdraw(dao.queryCredit(this)); }

6 function getJackpot(){ owner.send(this.balance); }

7 }

Then, the adversary donates some ether for Mallory, and invokes Mallory’s
fallback. The fallback function invokes withdraw, which transfers the ether to
Mallory. Now, the function call used to this purpose has the side e↵ect of in-
voking Mallory’s fallback again (line 5), which maliciously calls back withdraw.
Note that withdraw has been interrupted before it could update the credit

field: hence, the check at line 8 succeeds again. Consequently, the DAO sends
the credit to Mallory for the second time, and invokes her fallback again, and so
on in a loop, until one of the following events occur: (i) the gas is exhausted, or
(ii) the call stack is full, or (iii) the balance of DAO becomes zero. The overall
e↵ect of the attack is that, with a series of these attacks, the adversary can steal
all the ether from the DAO. Note that the adversary can delay the out-of-gas
exception by providing more gas in the originating transaction, because the call
at line 9 does not specify a gas limit.

Attack #2. Also our second attack allows an adversary to steal all the ether
from SimpleDAO, but it only need two calls to the fallback function. The first step
is to publish Mallory2, providing it with a small amount of ether (e.g., 1wei).
Then, the adversary invokes attack to donate 1wei to herself, and subsequently
withdraws it. The function withdraw checks that the user credit is enough, and
if so it transfers the ether to Mallory2.

1 contract Mallory2 {

2 SimpleDAO public dao = SimpleDAO(0x818EA...);

3 address owner; bool performAttack = true;

4

5 function Mallory2(){ owner = msg.sender; }

6

7 function attack() {

8 dao.donate.value(1)(this);

9 dao.withdraw(1);

10 }

1 function() {

2 if (performAttack) {

3 performAttack = false;

4 dao.withdraw(1);

5 }}

6

7 function getJackpot(){

8 dao.withdraw(dao.balance);

9 owner.send(this.balance);

10 }}

As in the previous attack, call invokes Mallory2’s fallback, which in turn calls
back withdraw. Also in this casewithdraw is interrupted before updating the
credit: hence, the check at line 8 succeeds again. Consequently, the DAO sends
1wei to Mallory2 for the second time, and invokes her fallback again. However
this time the fallback does nothing, and the nested calls begin to close. The
e↵ect is that Mallory2’s credit is updated twice: the first time to zero, and
the second one to (2256� 1)wei, because of the underflow. To finalise the attack,
Mallory2 invokes getJackpot, which steals all the ether from SimpleDAO, and
transfers it to Mallory2’s owner.

Both attacks were possible because SimpleDAO sends the specified amount of
ether before decreasing the credit. Overall, the attacks exploit the “call to the
unknown”, and “reentrancy” vulnerabilities. The first attack is more e↵ective
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Re-entrancy Vulnerability
• In Ethereum, when there is a function call 

• The caller has to wait for the call to finish - synchronous calls 
• A malicious callee might take advantage of this

Game-Theoretic Model

• for each user u, selects 
a false negative rate fu

• we assume that the 
feasible FP / FN rate 
pairs are given by a 
function FP(fu)

• selects a set of users A, 
and sends them targeted 
malicious e-mails


• can select at most A users 
(otherwise the attack is 
easily detected)

Defender Targeting attacker

fu

FP Non-targeting attacker(s)

• non-strategic (not a player)( )
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fallback. The fallback function invokes withdraw, which transfers the ether to
Mallory. Now, the function call used to this purpose has the side e↵ect of in-
voking Mallory’s fallback again (line 5), which maliciously calls back withdraw.
Note that withdraw has been interrupted before it could update the credit

field: hence, the check at line 8 succeeds again. Consequently, the DAO sends
the credit to Mallory for the second time, and invokes her fallback again, and so
on in a loop, until one of the following events occur: (i) the gas is exhausted, or
(ii) the call stack is full, or (iii) the balance of DAO becomes zero. The overall
e↵ect of the attack is that, with a series of these attacks, the adversary can steal
all the ether from the DAO. Note that the adversary can delay the out-of-gas
exception by providing more gas in the originating transaction, because the call
at line 9 does not specify a gas limit.

Attack #2. Also our second attack allows an adversary to steal all the ether
from SimpleDAO, but it only need two calls to the fallback function. The first step
is to publish Mallory2, providing it with a small amount of ether (e.g., 1wei).
Then, the adversary invokes attack to donate 1wei to herself, and subsequently
withdraws it. The function withdraw checks that the user credit is enough, and
if so it transfers the ether to Mallory2.

1 contract Mallory2 {

2 SimpleDAO public dao = SimpleDAO(0x818EA...);

3 address owner; bool performAttack = true;

4

5 function Mallory2(){ owner = msg.sender; }

6

7 function attack() {

8 dao.donate.value(1)(this);

9 dao.withdraw(1);

10 }

1 function() {

2 if (performAttack) {

3 performAttack = false;

4 dao.withdraw(1);

5 }}

6

7 function getJackpot(){

8 dao.withdraw(dao.balance);

9 owner.send(this.balance);

10 }}

As in the previous attack, call invokes Mallory2’s fallback, which in turn calls
back withdraw. Also in this casewithdraw is interrupted before updating the
credit: hence, the check at line 8 succeeds again. Consequently, the DAO sends
1wei to Mallory2 for the second time, and invokes her fallback again. However
this time the fallback does nothing, and the nested calls begin to close. The
e↵ect is that Mallory2’s credit is updated twice: the first time to zero, and
the second one to (2256� 1)wei, because of the underflow. To finalise the attack,
Mallory2 invokes getJackpot, which steals all the ether from SimpleDAO, and
transfers it to Mallory2’s owner.

Both attacks were possible because SimpleDAO sends the specified amount of
ether before decreasing the credit. Overall, the attacks exploit the “call to the
unknown”, and “reentrancy” vulnerabilities. The first attack is more e↵ective
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ether before decreasing the credit. Overall, the attacks exploit the “call to the
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The pseudo-random number is then computed by combining the secrets of all
participants [18, 19]. Also in this case an adversary could bias the outcome by
not revealing her secret: however, doing so would result in losing her deposit.
The protocol can then set the amount of the deposit so that not revealing the
secret is an irrational strategy.

Time constraints. A wide range of applications use time constraints in order
to determine which actions are permitted (or mandatory) in the current state.
Typically, time constraints are implemented by using block timestamps, which
are agreed upon by all the miners.

Contracts can retrieve the timestamp in which the block was mined; all the
transactions within a block share the same timestamp. This guarantees the co-
herence with the state of the contract after the execution, but it may also expose
a contract to attacks, since the miner who creates the new block can choose the
timestamp with a certain degree of arbitrariness14. If a miner holds a stake on
a contract, he could gain an advantage by choosing a suitable timestamp for a
block he is mining. In Section 4.5 we show an attack exploiting this vulnerability.

4 Attacks

We now illustrate some attacks — many of which inspired to real use cases —
which exploit the vulnerabilities presented in Section 3.

4.1 The DAO attack

The DAO [23] was a contract implementing a crowd-funding platform, which
raised ⇠ $150M before being attacked on June 18th, 2016 [4]. An attacker
managed to put ⇠ $60M under her control, until the hard-fork of the blockchain
nullified the e↵ects of the transactions involved in the attack.

We now present a simplified version of the DAO, which shares some of the vul-
nerabilities of the original one. We then show two attacks which exploit them15.

1 contract SimpleDAO {

2 mapping (address => uint) public credit;

3 function donate(address to){credit[to] += msg.value;}

4 function queryCredit(address to) returns (uint){

5 return credit[to];

6 }

7 function withdraw(uint amount) {

8 if (credit[msg.sender]>= amount) {

9 msg.sender.call.value(amount)();

10 credit[msg.sender]-=amount;

11 }}}

SimpleDAO allows participants to donate ether to fund contracts at their choice.
Contracts can then withdraw their funds.

Attack #1. This attack, which is similar to the one used on the actual DAO,
allows the adversary to steal all the ether from the SimpleDAO. The first step of
the attack is to publish the contract Mallory.

14 The tolerance in the choice of the timestamp was ⇠900 seconds in a previous version
of the protocol [3], but currently it has been reduced to a few seconds.

15 This code works until Solidity v0.4.2. From there on, some changes to the syntax
are needed as shown in co2.unica.it/ethereum/doc/attacks.html#simpledao.
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1 contract Mallory {

2 SimpleDAO public dao = SimpleDAO(0x354...);

3 address owner;

4 function Mallory(){owner = msg.sender; }

5 function() { dao.withdraw(dao.queryCredit(this)); }

6 function getJackpot(){ owner.send(this.balance); }

7 }

Then, the adversary donates some ether for Mallory, and invokes Mallory’s
fallback. The fallback function invokes withdraw, which transfers the ether to
Mallory. Now, the function call used to this purpose has the side e↵ect of in-
voking Mallory’s fallback again (line 5), which maliciously calls back withdraw.
Note that withdraw has been interrupted before it could update the credit

field: hence, the check at line 8 succeeds again. Consequently, the DAO sends
the credit to Mallory for the second time, and invokes her fallback again, and so
on in a loop, until one of the following events occur: (i) the gas is exhausted, or
(ii) the call stack is full, or (iii) the balance of DAO becomes zero. The overall
e↵ect of the attack is that, with a series of these attacks, the adversary can steal
all the ether from the DAO. Note that the adversary can delay the out-of-gas
exception by providing more gas in the originating transaction, because the call
at line 9 does not specify a gas limit.

Attack #2. Also our second attack allows an adversary to steal all the ether
from SimpleDAO, but it only need two calls to the fallback function. The first step
is to publish Mallory2, providing it with a small amount of ether (e.g., 1wei).
Then, the adversary invokes attack to donate 1wei to herself, and subsequently
withdraws it. The function withdraw checks that the user credit is enough, and
if so it transfers the ether to Mallory2.

1 contract Mallory2 {

2 SimpleDAO public dao = SimpleDAO(0x818EA...);

3 address owner; bool performAttack = true;

4

5 function Mallory2(){ owner = msg.sender; }

6

7 function attack() {

8 dao.donate.value(1)(this);

9 dao.withdraw(1);

10 }

1 function() {

2 if (performAttack) {

3 performAttack = false;

4 dao.withdraw(1);

5 }}

6

7 function getJackpot(){

8 dao.withdraw(dao.balance);

9 owner.send(this.balance);

10 }}

As in the previous attack, call invokes Mallory2’s fallback, which in turn calls
back withdraw. Also in this casewithdraw is interrupted before updating the
credit: hence, the check at line 8 succeeds again. Consequently, the DAO sends
1wei to Mallory2 for the second time, and invokes her fallback again. However
this time the fallback does nothing, and the nested calls begin to close. The
e↵ect is that Mallory2’s credit is updated twice: the first time to zero, and
the second one to (2256� 1)wei, because of the underflow. To finalise the attack,
Mallory2 invokes getJackpot, which steals all the ether from SimpleDAO, and
transfers it to Mallory2’s owner.

Both attacks were possible because SimpleDAO sends the specified amount of
ether before decreasing the credit. Overall, the attacks exploit the “call to the
unknown”, and “reentrancy” vulnerabilities. The first attack is more e↵ective
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credit: hence, the check at line 8 succeeds again. Consequently, the DAO sends
1wei to Mallory2 for the second time, and invokes her fallback again. However
this time the fallback does nothing, and the nested calls begin to close. The
e↵ect is that Mallory2’s credit is updated twice: the first time to zero, and
the second one to (2256� 1)wei, because of the underflow. To finalise the attack,
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The pseudo-random number is then computed by combining the secrets of all
participants [18, 19]. Also in this case an adversary could bias the outcome by
not revealing her secret: however, doing so would result in losing her deposit.
The protocol can then set the amount of the deposit so that not revealing the
secret is an irrational strategy.

Time constraints. A wide range of applications use time constraints in order
to determine which actions are permitted (or mandatory) in the current state.
Typically, time constraints are implemented by using block timestamps, which
are agreed upon by all the miners.

Contracts can retrieve the timestamp in which the block was mined; all the
transactions within a block share the same timestamp. This guarantees the co-
herence with the state of the contract after the execution, but it may also expose
a contract to attacks, since the miner who creates the new block can choose the
timestamp with a certain degree of arbitrariness14. If a miner holds a stake on
a contract, he could gain an advantage by choosing a suitable timestamp for a
block he is mining. In Section 4.5 we show an attack exploiting this vulnerability.

4 Attacks

We now illustrate some attacks — many of which inspired to real use cases —
which exploit the vulnerabilities presented in Section 3.

4.1 The DAO attack

The DAO [23] was a contract implementing a crowd-funding platform, which
raised ⇠ $150M before being attacked on June 18th, 2016 [4]. An attacker
managed to put ⇠ $60M under her control, until the hard-fork of the blockchain
nullified the e↵ects of the transactions involved in the attack.

We now present a simplified version of the DAO, which shares some of the vul-
nerabilities of the original one. We then show two attacks which exploit them15.

1 contract SimpleDAO {

2 mapping (address => uint) public credit;

3 function donate(address to){credit[to] += msg.value;}

4 function queryCredit(address to) returns (uint){

5 return credit[to];

6 }

7 function withdraw(uint amount) {

8 if (credit[msg.sender]>= amount) {

9 msg.sender.call.value(amount)();

10 credit[msg.sender]-=amount;

11 }}}

SimpleDAO allows participants to donate ether to fund contracts at their choice.
Contracts can then withdraw their funds.

Attack #1. This attack, which is similar to the one used on the actual DAO,
allows the adversary to steal all the ether from the SimpleDAO. The first step of
the attack is to publish the contract Mallory.

14 The tolerance in the choice of the timestamp was ⇠900 seconds in a previous version
of the protocol [3], but currently it has been reduced to a few seconds.

15 This code works until Solidity v0.4.2. From there on, some changes to the syntax
are needed as shown in co2.unica.it/ethereum/doc/attacks.html#simpledao.
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1 contract Mallory {

2 SimpleDAO public dao = SimpleDAO(0x354...);

3 address owner;

4 function Mallory(){owner = msg.sender; }

5 function() { dao.withdraw(dao.queryCredit(this)); }

6 function getJackpot(){ owner.send(this.balance); }

7 }

Then, the adversary donates some ether for Mallory, and invokes Mallory’s
fallback. The fallback function invokes withdraw, which transfers the ether to
Mallory. Now, the function call used to this purpose has the side e↵ect of in-
voking Mallory’s fallback again (line 5), which maliciously calls back withdraw.
Note that withdraw has been interrupted before it could update the credit

field: hence, the check at line 8 succeeds again. Consequently, the DAO sends
the credit to Mallory for the second time, and invokes her fallback again, and so
on in a loop, until one of the following events occur: (i) the gas is exhausted, or
(ii) the call stack is full, or (iii) the balance of DAO becomes zero. The overall
e↵ect of the attack is that, with a series of these attacks, the adversary can steal
all the ether from the DAO. Note that the adversary can delay the out-of-gas
exception by providing more gas in the originating transaction, because the call
at line 9 does not specify a gas limit.

Attack #2. Also our second attack allows an adversary to steal all the ether
from SimpleDAO, but it only need two calls to the fallback function. The first step
is to publish Mallory2, providing it with a small amount of ether (e.g., 1wei).
Then, the adversary invokes attack to donate 1wei to herself, and subsequently
withdraws it. The function withdraw checks that the user credit is enough, and
if so it transfers the ether to Mallory2.
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4
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8 dao.donate.value(1)(this);
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1 function() {
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5 }}

6

7 function getJackpot(){

8 dao.withdraw(dao.balance);
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10 }}

As in the previous attack, call invokes Mallory2’s fallback, which in turn calls
back withdraw. Also in this casewithdraw is interrupted before updating the
credit: hence, the check at line 8 succeeds again. Consequently, the DAO sends
1wei to Mallory2 for the second time, and invokes her fallback again. However
this time the fallback does nothing, and the nested calls begin to close. The
e↵ect is that Mallory2’s credit is updated twice: the first time to zero, and
the second one to (2256� 1)wei, because of the underflow. To finalise the attack,
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Unpredictable State Vulnerability
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The Reason behind many Vulnerabilities
• Vulnerabilities often arise due to the semantic gap between 

• The underlying execution semantics 
• The actual semantics of smart contracts 

• There exist tools for identifying common vulnerabilities in existing contracts 
• We explore a different avenue 

• We want to help developers to create secure and correct smart contracts 



Our Approach
• Relies on the following observations. Smart contracts: 

• Have states 
• Provide functions that can be invoked and change the contract state 

• Smart contracts can be naturally represented by state machines 
• Adequate level of abstraction for reasoning about their behavior 

http://solidity.readthedocs.io/en/develop/common-patterns.html#state-machine

http://solidity.readthedocs.io/en/develop/common-patterns.html#state-machine


State Machines

• Taking a transition 
• Is allowed if the guard evaluates to true 
• Executes the action 
• Updates the contract’s current state 

A. Mavridou, 2017

Components
0: input(m,n>0);  
1: while(m != n){ 
2:  if (m > n) 
3:    m = m - n; 
4:  else //m < n 
5:    n = n - m; 
6: } 
7: //m=n=gcd(m,n)

• Taking a transition 
1. is allowed if the guard evaluates to true 

2. executes the action 

3. updates current state
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reveal
[values.length == secret.length]
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[now > creationTime + 5 days]

unbid
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[now >= creationTime + 10 days]

C F

RBABB

Fig. 1. Example FSM for blinded auctions.

the end of the bidding period, if the associated guard now >= creationTime

+ 5 days evaluates to true. To di↵erentiate transition names from guards, we
use square brackets for the latter. A bidder can reveal her bids by executing
the reveal transition. The finish transition signals the completion of the auc-
tion, while the cancelABB and cancelRB transitions signal the cancellation of
the auction. Finally, the unbid and withdraw transitions can be executed by
the bidders to withdraw their deposits. For ease of presentation, we omit from
Figure 1 the actions that correspond to each transition. For instance, during the
execution of the withdraw transition, the following action is performed amount

= pendingReturns[msg.sender].
Guards are based on a set of variables, e.g., creationTime, values, and

actions are also based on a set of variables, e.g., amount. These variable sets
store data, that can be of type:
– contract data, which is stored within the contract;
– input data, which is received as transition input;
– output data, which is returned as transition output.

We denote by C, I, and O the three sets of the contract, input, and output
variables of a smart contract. We additionally denote:

B[C, I] , the set of Boolean predicates on contract and input variables;

E[C, I,O] , the set of statements that can be defined by the full Solidity syntax.

Notice that E[C, I,O] represents the set of actions of all transitions. Next, we
formally define a contract as an FSM.

Definition 1. A Smart Contract is a tuple (S, s0, C, I, O,!), where:
– S is a finite set of states;

– s0 2 S is the initial state;

– C, I, and O are disjoint finite sets of, respectively, contract, input, and

output variables;

– !✓ S ⇥ G ⇥ F ⇥ S is a transition relation, where:

• G = B[C, I] is a set of guards;

• F is a set of action sets, i.e., a set of all ordered powersets of E[C, I,O]
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Examples of FSolidM Plugins

• Locking plugin • Transition Counter 

10 Anastasia Mavridou and Aron Laszka

5 Security Extensions and Patterns

Building on the FSM model and the FSM-to-Solidity transformation introduced
in the previous sections, we next provide extensions and patterns for enhancing
the security and functionality of contracts. These extensions and patterns are im-
plemented as plugins, which are appended to the Plugins and TransitionPlugins

elements. Developers can easily add plugins to a contract (or some of its transi-
tions) using our tool, without writing code manually.8

5.1 Locking

To prevent reentrancy vulnerabilities, we provide a security plugin for locking
the smart contract. 9 The locking feature eliminates reentrancy vulnerabilities
in a “foolproof” manner: functions within the contract cannot be nested within
each other in any way.

Implementation If the locking plugin is enabled, then

Plugins += bool private locked = false;

modifier locking {
require(!locked);

locked = true;

_;

locked = false;

}

and for every transition t,

TransitionPlugins(t) += locking

Before a transition is executed, the lockingmodifier first checks if the contract is
locked. If it is not locked, then the modifier locks it, executes the transition, and
unlocks it after the transition has finished. Note that the locking plugin must be
applied before the other plugins so that it can prevent reentrancy vulnerabilities
in the other plugins. Our tool always applies plugins in the correct order.

5.2 Transition Counter

Recall from Section 2.1 that the state and the values of the variables stored in an
Ethereum contract may be unpredictable: when a user invokes a function (i.e.,

8 Please note that we introduce an additional plugin in Appendix B, which we omitted
from the main text due to lack of space.

9
http://solidity.readthedocs.io/en/develop/contracts.html?highlight=

mutex#function-modifiers
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transition in an FSM), she cannot be sure that the contract does not change in
some way before the function is actually executed. This issue has been referred
to as “transaction-ordering dependence” [6] and “unpredictable state” [13], and
it can lead to various security issues. Furthermore, it is rather di�cult to prevent
since multiple users may invoke functions at the same time, and these function
invocations might be executed in any order.

We provide a plugin that can prevent unpredictable-state vulnerabilities by
enforcing a strict ordering on function executions. The plugin expects a transition
number in every function as a parameter (i.e., as a transition input variable) and
ensures that the number is incremented by one for each function execution. As
a result, when a user invokes a function with the next transition number in
sequence, she can be sure that the function is executed before any other state
changes can take place (or that the function is not executed).

Implementation If the transition counter plugin is enabled, then

Plugins += uint private transitionCounter = 0;

modifier transitionCounting(uint nextTransitionNumber) {
require(nextTransitionNumber == transitionCounter);

transitionCounter += 1;

_;

}

and for every transition t,

TransitionPlugins(t) += transitionCounting(nextTransitionNumber)

Note that due to the inclusion of the above modifier, tinput—and hence the pa-
rameter list of every function implementing a transition— includes the parameter
nextTransitionNumber of type uint.

5.3 Automatic Timed Transitions

Next, we provide a plugin for implementing time-constraint patterns. We first
need to extend our FSM model: a Smart Contract with Timed Transitions is a
tuple C = (S, s0, C, I, O,!,

T!), where
T!✓ S ⇥ G

T

⇥ N ⇥ F
T

⇥ S is a timed
transition relation such that
– G

T

= B[C] is a set of guards (without any input data),
– N is the set of natural numbers, which is used to specify the time of the

transition in seconds,
– F

T

is a set of action sets, i.e., a set of all ordered powerset of E[C].
Notice that timed transitions are similar to non-timed transitions, but 1) their
guards and assignments do not use input or output data and 2) they include a
number specifying the transition time.

• Reentrancy vulnerability • Unpredictable state vulnerability
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Verification of Smart Contracts

• Deadlock-freedom analysis 
• Parity wallet vulnerability was based on a deadlocked contract 

• Functional property analysis 

• for loop statements,
• compound statements (i.e., { statement1;
statement2; ... }).

The formal grammar of the subset of supported Solidity
statements is the following:

hstatementi ::=
| hdeclarationi
| @expression

| “return” @expression

| “if (” @expression “)” hstatementi
(“else” hstatementi)?

| “for (” hdeclarationi “;” @expression “;”

@expression “)” hstatementi
| “{” (hstatementi “;”) ⇤ “}”

hdeclarationi ::= @type @identifier (“=” @expression)?

where @expression is a primary Solidity expression, which
may include function calls, transfers, etc.

For guards, we only allow expressions that can be evaluated
without changing variable values, states, other contracts, etc.
The formal grammar of guard expressions is the following:

hguardi ::=| hvariablei
| @constant

| “(” hguardi “)”
| hunaryi hguardi
| hguardi hoperatori hguardi

hvariablei ::=| @identifier

| hvariablei “.” @identifier

| @variable “[” hguardi “]”

hoperatori ::= “==” | “!=” | “<”| “>” | “>=” | “<=”
| “+” | “*” | “-” | “/” | “%” | “&&” | “||”

hunaryi ::= “!” | “+” | “-”

C. Safety, Liveness, and Deadlock Freedom

Any VeriSolid model is automatically verified for deadlock
freedom. Additionally, the developer can specify a set of
safety and liveness properties to be verified. To facilitate the
specification of properties, VeriSolid offers a set of predefined
templates for property specification. Once the user specifies
the properties that she wants to verify, the tool automatically
generates the equivalent properties in CTL. Alternatively, a
user can specify properties directly in CTL. We present the
templates-to-CTL translation in Section VI-C, along with the
discussion of the main CTL operators.

Currently, we provide the following four templates9:

hTransitions [ Statementsi cannot happen after
hTransitions [ Statementsi.

9These templates are a subset of the very often used property patterns
identified in: http://patterns.projects.cs.ksu.edu/

The above template specifies a type of safety properties.
Its semantics is that none of the first set of transitions and/or
statements may be executed after any of the second set of tran-
sitions and/or statements have been executed. Transitions is a
subset of the transitions of the model (i.e., Transitions ✓!).
A statement from Statements is a specific inner statement
from the action of a specific transition (i.e., Statements ✓!
⇥E[C, I,O]).

Example IV.1. For instance, with this template we can write
the following safety properties for the Blind Auction example.

• bid cannot happen after close.
• cancelABB; cancelRB cannot happen after finish,

where cancelABB; cancelRB means cancelABB [ cancelRB.

hTransitions [ Statementsi can happen only after
hTransitions [ Statementsi.

The above template specifies a type of safety properties. Its
semantics is that the first set of transitions and/or statements
may be executed only after any of the second set of transitions
and/or statements have been executed.

Example IV.2. For instance, with this template we can write
the following safety property for the Blind Auction example.

• finish can happen only after close.

If hTransitions [ Statementsi happens,
hTransitions [ Statementsi can happen only after
hTransitions [ Statementsi happens.

The above template specifies a type of safety properties. Its
semantics is that if the first set transitions and/or statements
have been executed then the second set of transitions and/or
statements may be executed only after any of the third set of
transitions and/or statements have been executed.

Example IV.3. A typical vulnerability in that currency with-
drawal functions, e,g., transfer, allow an attacker to with-
draw currency again before updating its balance (similar to
“The DAO” attack). With the last template we can write the
following safety property for the Blind Auction example in
order to check the possibility of this type of vulnerability.
The set of statements (actions) of the withdraw transition is
presented in Figure 4.

• if withdraw.msg.sender.transfer(amount); happens,
withdraw.msg.sendertransfer(amount); can happen
only after withdraw.pendingReturns[msg.sender]=0;
happens.

As shown in example IV.3, a statement is written in the
following form: Transition.Statement to refer to a statement of
a specific transition. If there are multiple identical statements
in the same transition, then all of them are checked for the
same property. To verify properties with statements, we need
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TABLE I
ANALYZED PROPERTIES AND VERIFICATION RESULTS FOR THE CASE STUDY MODELS.

Case study Properties CTL Type Result
BlindAuction
(short & augm.)

(i) bid cannot happen after close AG
�
close ! AG¬bid

�
Safety Verified

(ii) cancelABB or cancelRB cannot happen
after finish

AG
�
finish ! AG¬

�
cancelRB_cancelABB

��
Safety Verified

(iii) withdraw can happen only after finish A
⇥
¬withdraw W finish

⇤
Safety Verified

(iv) finish can happen only after close A
⇥
¬finish W close

⇤
Safety Verified

BlindAuction
(augm.)

(v) 18 cannot happen after 16 AG
�
16 ! AG¬18

�
Safety Verified

(vi) if 20 happens, 20 can happen only after 21 AG
�
20 ! AX A

⇥
¬20 W

�
21

� ⇤�
Safety Verified

Parity Wallet &
Library

Deadlock-freedom - - Not Verified

DAO attack if call happens, call can only happen after
subtract

AG
�
call ! AX A

⇥
¬call W subtract

⇤�
Safety Verified

King of Ether 1 7 will eventually happen after 4 AG
�
4 ! AF 7

�
Liveness Not verified

King of Ether 2 8 will eventually happen after fallback AG
�
fallback ! AF 8

�
Liveness Not verified

scenarios. Our verified safety property (Table 1) excludes the
possibility of both attacks. The augmented model can be found
in Appendix C.

3) King of the Ether Throne: For checking Denial-of-
Service vulnerabilities, we have created models of two ver-
sions of the King of the Ether contract [14], which are
provided in Appendix D. On “King of Ether 1,” we checked a
liveness property stating that crowning (transition 7) will hap-
pen at some time after the compensation calculation (transition
4). The property is violated by the following counterexample:

fallback ! 4 ! 5

A second liveness property, which states that the crowning
will happen at some time after fallback fails in “King of Ether
2.” A counterexample of the violation is the following:

fallback ! 4

Note that usually many counterexamples may exist for the
same property violation.

VII. DISCUSSION ON CURRENT AND FUTURE WORK

Although most of the verification in VeriSolid is currently
performed with nuXmv, we opt for BIP as the primary analysis
language of our framework since this allows us to extend
the analysis functionality of VeriSolid in several directions.
In particular, with BIP we gain a powerful toolset that is
suitable for various kinds of analyses, e.g., statistical model
checking and real-time analysis. Moreover, since BIP allows
us to embed external code, it can represent a vast number of
custom data types and computation, including those expressed
in Solidity, so that our generated models are executable and
suitable for interactive simulation and testing.

Additionally, BIP provides a clear separation of concerns
between component behavior (represented by transition sys-
tems) and interaction (represented by connectors), which al-
lows us to compositionally model and analyze systems [27].
Currently, VeriSolid supports verifying properties on the be-
havior of smart contracts and generating Solidity code for
these contracts such that the verified properties are guaranteed.

Fig. 8. Model of the WalletLibrary and Wallet contracts.

However, vulnerabilities can also be exploited using interac-
tions between smart contracts. In Figure 8, we present the
model of the Parity multisignature Wallet and its library,
which recently became famous for being the victims of one
of the largest Ethereum security incidents to date [7].

A single instance of the Parity WalletLibrary contract
was deployed by Parity Technologies, a company specializing
in blockchain-related products and services10. This contract
was used as a library by a number of multisignature Parity
Wallet contracts. These wallets relied on the code contained
by the library since they directly delegated most function calls
to the library. One of these functions, initMultiOwned,
played a crucial role: it was invoked from the constructor of a
wallet (i.e., initial action), using delegation, and it set up
the owners of the wallet. However, due to a design mistake,

10https://etherscan.io/address/0x863df6bfa4469f3ead0be8f9f2aae51c91a907b4
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